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How to Setup Two-Factor Authentication

Users who login into the PCE system from outside of an approved network may be prompted to enter both their EHR
password and a token ID as a second layer of authentication.

To Setup the Authenticator App on your Mobile Phone

1. Install the Duo Mobile application from your mobile phone’s app store. The app is free to use.

<« Q
Duo Mobile
Duo Security LLC

2.4% 10M+ |

33K reviews Downloads Everyone ®

2. Go to the EHR login screen and enter your user ID and password.

Log in to VieWPoint ogi
Access to this site is limited to authorized staff Login ID: I:\
of Pines BHS users and authorized providers. Password: \:I

| forgot my password

3. If you are outside of the approved networks and/or are logging into the system for the first time, you may
receive the following screen after entering your password.
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This system requires 2-factor authentication to login. Please follow the below instructions to

How it works

entered before accessing the system

By enabling 2-factor authentication, your account will be protected with both your password and your phone. Each time
you lagin, you will be prompied ta enter a verification code provided via the Authenticator App which will need to be

Set up Authenticator

+ Dovmload the Authenticator App

= Inthe App select Set up account
= Choose Scan barcode

infa the Authenticator App

o [fyou have an Android device, you can get the app from the Play Store |, or
o Ifyou have an iPhone, you can get the app from the App Store

= Using your phone's camera, point to the below QR code in order to register the 2-factor code to the App

Having trouble scanning the below code?

If you are unable to scan the below code for any reason, click the below Unable to scan? link to manually enter the code

Unable o scan?

[ cancer |

[ Mext |
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4. Open the Duo Mobile app on your mobile phone and click “Set up account” if you’ve never used Duo before.
Click the “I have existing accounts” if you are already using Duo sign to Add Account. Choose “Use a QR code”.

03:24 el o vd02% 03:24 ==l O ¥4012%

Welcome to
Duo Security

Let's set up your account to protect your identity.

( Set up account

( | have existing accounts

Link your account

Set up your account using a QR code or activation
code,

) Use a QR code
> ( Use activation code )

5. If prompted to allow access to the camera, click “OK”.
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Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

[ |}
Personal account >
[ B

Other (Google, Facebook, etc.) b

“Authenticator” Would Like to
Access the Camera

May be needed to scan QR code to
add a new account

Don't Allow OK

6. Hold the camera up to take a picture of the QR code that appears on the computer screen. After scanning the
QR code and following the prompts on your phone to register the Latitude 43 service, click “Next”.

7. Enter the 6-digit code that appears on the app into the “Code” field in the EHR and click “Authenticate”.
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Accounts (3) Add 9

‘,»' HealthWest Behavioral Health Admin
V' HealthWest Behavioral Health

W HealthWest Behavioral Health
AV HealthWest Behavioral Health

Third-Party
Latitude 43 (Development)

Passcode 891 371 Copy

24s until refresh

' This system requires 2-factor authentication to login. Please follow the below instructions to
continue.

Finalize Authenticator Setup
Enter the 6-digit code you see in the app and click 'Authenticate' to complete the Code: |:|
setup.

Authenticate

Cancel || Back

8. You will receive the following confirmation screen. Click “Continue”.

Authentication Success

You have successfully completed the two-factor authentication setup. The next time you log in, you will be prompted to enter the code
provided on the app.

Click the below button to continue to the application

9. You will now be logged into the EHR.
10. When you log into the EHR in the future, you’ll be asked to enter the 6-digit code from the Duo Mobile app after
you enter your EHR password. Type the code when prompted to complete your login.
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